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1. Minitrack Introduction
Research on the positive aspects of Information
Technology (IT) implementations in healthcare
abounds. Electronic medical record systems (EMR)
and other advanced IT solutions have the potential to
reduce healthcare costs, increase quality of care,
standardize best practices and allow physicians and
patients access to interoperable medical records
globally.
However, there are many potential negative aspects
and consequences associated with complex IT
implementations in healthcare that remain underresearched. Such negative consequences can range
from misuse of EMR systems, increased physician
workload, workflow inefficiencies, dehumanizing of
the patient-provider interaction, user workarounds,
physician/nurse/patient dissatisfaction to security
attacks and hospital data hacking and ransoming,
patient privacy issues, increased hospital costs, HIPAA
violations, increased difficulties in information sharing
among healthcare entities, and abandonment of costly
EMR projects among many other things.
This minitrack focuses on research associated with any
unintended, negative aspects of IT implementations in
the healthcare domain at various levels of analysis,
individual, organizational or societal. Such research
should help inform both academics and practitioners of
unintended negative consequences from complex IT
implementations and introduce possible solutions to
alleviate such negative impacts.

2. Paper submissions
Two papers were accepted for presentations in this
minitrack (one was withdrawn). Both papers touched
upon unintended consequences related to system
implementations in the healthcare field.
Paper 1: What Can We Learn about Healthcare IT
Risk from HITECH? Risk Lessons Learned from the
US HHS OCR Breach Portal is by Suzanna Schmeelk,
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Denise Dragos and Joan DeBello from St. Johns
University. This research analyzes data posted to the
Health and Human Services’ (HHS) Office of Civil
Rights (OCR) portal to gain empirical insights into
healthcare IT risks. The Health Information
Technology for Economic and Clinical Health Act
(HITECH Act) requires healthcare organizations to
provide notifications when breaches of personal
identifying information (PII) of 500 or more
individuals have occurred. This paper examines such
public notifications for PII breach trends in order to
understand the most current cybersecurity healthcare
risks in the United States and their unintended
consequences. The authors have conducted a
comprehensive analysis of cybersecurity risks by
various criteria such as analysis by state, individual,
business associate agreements, breach entity, breach
source, breach source, health plan, business associates,
clearing house and healthcare provider. Texas and
California are two stated that are leading in the number
of data breaches. The top five states with the most
affected individual’s records were Minnesota (PII of
11,590,390 individuals were breached) followed by
Texas, California, Florida and Oregon. The analysis by
entity, shows that healthcare providers had the most
breaches followed by business associates and health
plans. Hacking/IT incident reports are the leading
cause of data breaches (264 breaches total over the
period analyzed) followed by improper disposal of
records, loss, theft and unauthorized access/disclosure.
Business Associates reported 53 breaches between
June 2019 and June 2020 and hacking/IT incidents
dominated.
Healthcare Providers reported 328
breaches from June 2019 to June 2020 and again, the
dominant category of data breaches was the hacking/IT
incident. Results from this research can be used by
healthcare organizations and business associates to
formulate better risk response strategies and avoid or
mitigate cybersecurity risk. Overall, data breaches can
lead to identify theft which is an unintended
consequence from large scale-electronic medical
record systems implementations.
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